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Overview At Invert, your trust is our highest priority. Our Al features are designed to
meet the same rigorous standards of privacy and security as our core
platform: secure by default, always opt-in, and fully transparent.

Our Principles

Security: Invert Al is built Privacy: Model providers Transparency: All Compliance: Each
with enterprise-grade do not train on or retain interactions and results feature is reviewed for
security and encryption. your data. are fully traceable. regulatory compliance.
Security Invert Assist is built with AWS Bedrock, which is independently certified for

security and compliance. All data is encrypted both at rest (AES-256) and in
transit (TLS 1.2+). Customer data is only processed within approved EU or US
regions, and any other regional use requires explicit customer authorization.

Invert maintains a strict data minimization policy: only the data needed for a
given task is processed, and no data is stored by model providers. Access to
Al features is protected by role-based permissions and single sign-on.

Privacy & Invert Assist only draws from Invert's secure, validated data stores, ensuring
Transparency that all inputs meet data quality and integrity standards. Results are traceable
with full visibility into source data and code used to generate outputs.

Al-generated or assisted work is labeled as such at point of creation, ensuring
that Al use is disclosed. Any interactions with Al features are logged to
maintain an audit trail but are never shared externally.

Compliance Invert Assist is SOC 2 Type Il and ISO 27001 certified and developed in
alignment with NIST’s Al Risk Management Framework and the EU Al Act.
Invert performs risk reviews before every feature release, and maintains
ongoing monitoring for bias, misuse, or hallucinations. We only work with
enterprise-grade vendors (AWS, Anthropic) that meet strict security and
compliance standards.

Our Commitment Your data stays your data. Al at Invert is secure, private, transparent, and
always under your control.

For full details, visit our Trust Center or contact security@invertbio.com.
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